AHHOTaUUs padoyeil NPOrpaMmMbl TUCUHUIIMHBI (MOXYJIs1)
b1.B.07 be3onacuocts Web-npuio:xxenuni

eau TUCHUNINHBI

HensmMu  ocBoeHust  aucuuiuiiHbel  bezomacHocts  Web-mpunokenuit — siBisiercst
(dopmupoBaHue NPOPECCHOHANBHBIX KOMIETEHIUMH OyAylIMX CIENUaJIUCTOB B 00JacTu
UH(POPMALIMOHHBIX TEXHOJOTUH, (POPMHUPOBAHUE Yy CTYAEHTOB CHUCTEMHOTO W aHAJUTUYECKOTO
MBbILLIEHHS], (OPMUPOBAHUE Y CTYACHTOB 3HAaHUH 00 OCHOBHBIX THUIIAX aTaK Ha BEO-IIPUIIOKEHUS
Y METOJIAaX UX MPEIOTBPAILCHMUS.

3agaun IUMCHUIIIHHBI

OCHOBHBIMU 337]auaMU U3yYEHUS JUCIHUILTUHBI ABISIOTCA:

e H3y4YCHHE OCHOBHBIX 3JIEMEHTOB U MEXaHU3MOB BeO-npuiokeHuil (nmporokon HTTP,
mozaenb DOM, mnomutuka SOP, BeO-Opaysepbl, BeO-cepBepbl, OallaHCHPOBIIUKH

HarpysKu);

e — M3yYCHHE OCHOBHBIX BHJIOB aTtak Ha BeO-mpmioxeHus: XSS, SQL, CSRF, IDOR u
ap.

e — mpuoOpeTeHHEe HABLIKOB OOHAPYKEHMsI M 3aIlIUTHl OT aTaK paccMaTPUBAEMBIX
KJIACCOB.

(I)opanyeMLIe KOMIICTCHIUA M HHAMKATOPbI HUX JOCTHKCHUA mo
ANCIHHUIIJINHE

Kon Conepxanue Koa n HaumMeHOBaHME MHAUKATOPA JOCTHKEHUA
KOMIIETEHI[MH KOMIIETEHIMH KOMIIETEHIMH

Criocoben  ocymectBisath | [IKC-3.1 - 3Haet pykoBosIIe 1 METOANIECKAE
yIpaBJICHUE CPEICTBAMH | JIOKYMEHThI YIIOJTHOMOUYCHHBIX (hejiepaibHbIX OPraHOB
3amuUThl  MHGOPMAIUKM, B | MCIIOJHUTEIIBHOM BJIACTH IO 3alUTe UH(OPMAIIUY;

TOM gucie | [IKC-3.2 - YMeeT onpeaesaTs mo IeKaIire 3anTe
KC-3 OCYILECTBIIOMIMHU nH(OPMAITMOHHBIE PECYPChl aBTOMATH3HPOBAHHBIX

HETIPEPHIBHBIN CUCTEM;

MOHUTOPUHT [IKC-3.3 - Briazieer HaBbIKaM# aHAIH3a YTPO3BI

3aIUIIEHHOCTH ABTOMAaTHU3WPOBAHHOW CUCTEME U IIUPKYJIHUPYIONIEH B Hel

ABTOMATU3UPOBAHHBIX uHpopMaIiK, BEIOOpa HEOOXOIUMBIX CPEACTBA IS

CHUCTEM oOecrieueHus1 THPOPMAIIMOHHON 0€301TaCHOCTH.

Coaep:xanue pa3aesoB JUCHUIINHbBI

Tema 1. ApxuTeKkTypa BeO-NpHJI0KEHUH

00630p coBpemennbix kiaueHTckux (Frontend) u cepseprbie (Backend) dpeiimBopkoB st
co3faHus BeO-npuiokeHnil. CpaBHEHHE COBPEMEHHBIX U 00Jiee paHHMX BEPCHIl MPHUIIOKEHUH.
Cucrembl ayTeHTH(UKaMU W aBTOpu3alu. Beb-cepBepbl. XpaHeHHE [AaHHBIX HAa CTOPOHE
cepBepa M Ha CTOpoHe KiueHTa. OOHapyXeHHe CTOPOHHUX 3aBUCHUMOCTel. [Tonck cimadpix mect
B apXUTEKTYpE MPHIIOKEHHUS.

Tema 2. Ilonck yssBumocrei k arakam CSRF

[Torsstue CSRF araku. Biusiane ys3umoctn CSRF Ha momb3zoBatens. CriocoOBl 3alIMTHI OT
CSRF. Ucnonw3osanue csurf-oubmunorexu. Manmmanmszaunsa CSRF-tokena. Banumanua CSRF-
tokeHa. Peammsanmmsi CSRF-tokena. Hemocratrkm CSRF. 3ammra ot CSRF. IIposepka
3arosioBkoB. CSRF-token. CSRF-Tokens! 0e3 coxpanenus cocrosnus. [Ipotusozaeiicteue CRSF
Ha ypoBHe koja. 3anpocsl GET 6e3 coxpanenust coctosanus. Cumkenue pucka CSRF Ha ypoBHe
HPUITOKEHUS.




Tema 3. Ilouck ys3BumocTeil k arakam XSS.

Oo6napyxenne XSS-yszBumoctu. XpanuMbiii XSS. Otpaxennsiii XSS. XSS-araka Ha 0aze
DOM. XSS ¢ myrammsmu. [lpuempl HanmucaHusi koaa miis mpotuBojercTBus XSS. Ouncrka
noJjb3oBarenbckoro BBoja. [lpuemunk DOMParser. [Ipuemuuk SVG. [Ipuemunk Blob. Cananus
runepccbliok. CuMBoJIbHBIE cyliHOCTH B HTML

Tema 4. Ilonck ysasBumocreil k arakam SQL

Buenpenne SQL-koma. Buenpenne konma.  Buenpenwe komana.  [IporuBoneiictBue
BHeJIpeHN10.297

IIpotuBoneiictBue  BHeapenutro  SQL-koma.  PacnosnaBanume  BHeapenuss — SQL-kopxa.
[ToaroroBnennsle omeparopbl. bonee cneunpuyeckue METOAbl 3aIUMTHI. 3alIUTa OT JPYTUX
BUJ0B BHeapeHus. [loreHunanbHble Lenu BHeApeHUs. [IpuHLIMI MUHUMAaNbHBIX NPUBUIIETHH.
Bbenplii cricok KoMaH.

Tema 5. Orka3s B o6cay:xxuBanuu (DoS)

ReDoS araka. Jlornueckue DoS-ys3sumoctu. Pacnipenenennas DoS-araka. [IpotuBoaeiictue
DoS-arakam. [IpotuBozeiictBue atrakam ReDoS. 3ammra ot tormdyeckux DoS-arak. 3amura ot
DDoS. Cmsaruenne DDoS-arak.

Tema 6. DkcnryaTanus CTOPOHHUX 3aBUCHMOCTeM

Metonasl unterpanuu. BetBu u Buiiku. [Ipunoxenus ¢ coOcTBeHHBIM cepBepoM. MHTerpamus Ha
ypoBHe koja. Jlucmeruepbl maketoB. JavaScript. Java. [lpyrue s3biku. basa  gaHHBIX
OOIIEeN3BECTHBIX  YSI3BUMOCTEH. 3ammra CTOPOHHHMX 3aBuUcuMocTedl. OreHka JepeBa
3aBUCHMOCTeH. MojennpoBaHue jaepeBa 3aBUCUMOCTH. JlepeBbsi 3aBUCHUMOCTEH Ha MpaKTHKE.
ABTOMaTH3UMpOBaHHAs OICHKA. TexHuku Oe3omacHON uHTerpanuu. Pa3peneHue HMHTEpPECOB.
be3oracHoe yrpaBlieHUE TAKETAMU.



